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Abstract. Tor is a free software that lets you surf the web anonymously
making impossible to track the origins of the packets. The dark web is
the World Wide Web content which use the Internet but require specific
software, configurations or authorization to access. The dark web forms
a small part of the deep web, the part of the Web not indexed by search
engines, although sometimes the term deep web is mistakenly used to
refer specifically to the dark web.
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Introduction

Tor is free software for enabling anonymous communication. The name is derived
from an acronym for the original software project name ”The Onion Router”.
[12]
Tor directs Internet traffic through a free, worldwide, volunteer overlay network consisting of more than seven thousand relays [1] to conceal a user’s location and usage from anyone conducting network surveillance or traffic analysis.
Using Tor makes it more difficult for Internet activity to be traced back to the
user: this includes ”visits to Web sites, online posts, instant messages, and other
communication forms”. Tor’s use is intended to protect the personal privacy of
users, as well as their freedom and ability to conduct confidential communication
by keeping their Internet activities from being monitored.
Tor does not prevent an online service from determining when it is being
accessed through Tor. Tor protects a user’s privacy, but does not hide the fact
that Tor is being used. Some websites restrict what is allowed when using Tor.
For example, Wikipedia limits the edits that can be made through Tor.
Onion routing is implemented by encryption in the application layer of a
communication protocol stack, nested like the layers of an onion. Tor encrypts
the data, including the next node destination IP address, multiple times and
sends it through a virtual circuit comprising successive, randomly selected Tor
relays. Each relay decrypts a layer of encryption to reveal only the next relay
in the circuit in order to pass the remaining encrypted data on to it. The final
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relay decrypts the innermost layer of encryption and sends the original data to
its destination without revealing, or even knowing, the source IP address. Because the routing of the communication is partly concealed at every hop in the
Tor circuit, this method eliminates any single point at which the communicating
peers can be determined through network surveillance that relies upon knowing
its source and destination.
The bulk of the funding for Tor’s development has come from the federal
government of the United States [16]
Table 1. Technical Specifications about Tor
Developer
The Tor Project, Inc
Initial release
20 September 2002
Stable release
0.3.1.7 (18 September 2017)
Repository
gitweb.torproject.org
Development status
Active
Written in
C,Python, Rust
Operating system Microsoft WindowsUnix-like (Android, Linux, macOS)
Size
2 to 4 MB
Website
torproject.org
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Fig. 1. Tor usage per 100.000 internet users
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History

The core principle of Tor, ”onion routing”, was developed in the mid-1990s by
United States Naval Research Laboratory employees, mathematician Paul Syverson, and computer scientists Michael G. Reed and David Goldschlag, with the
purpose of protecting U.S. intelligence communications online. Onion routing
was further developed by DARPA in 1997. [6]
The alpha version of Tor, developed by Syverson and computer scientists
Roger Dingledine and Nick Mathewson and then called The Onion Routing
project, or TOR project, launched on 20 September 2002. The first public release
occurred a year later. On 13 August 2004, Syverson, Dingledine, and Mathewson
presented ”Tor: The Second-Generation Onion Router” at the 13th USENIX Security Symposium. In 2004, the Naval Research Laboratory released the code for
Tor under a free license, and the Electronic Frontier Foundation (EFF) began
funding Dingledine and Mathewson to continue its development.
In December 2006, Dingledine, Mathewson, and five others founded The Tor
Project, a Massachusetts-based 501(c)(3) research-education nonprofit organization responsible for maintaining Tor.[27] The EFF acted as The Tor Project’s
fiscal sponsor in its early years, and early financial supporters of The Tor Project
included the U.S. International Broadcasting Bureau, Internews, Human Rights
Watch, the University of Cambridge, Google, and Netherlands-based Stichting
NLnet. [13]
From this period onwards, the majority of funding sources came from the
U.S. government. [16]
In November 2014 there was speculation in the aftermath of Operation Onymous that a Tor weakness had been exploited. A representative of Europol was
secretive about the method used, saying: ”This is something we want to keep
for ourselves. The way we do this, we cant share with the whole world, because
we want to do it again and again and again.” [7] A BBC source cited a ”technical breakthrough” that allowed the tracking of the physical location of servers,
and the number of sites that police initially claimed to have infiltrated led to
speculation that a weakness in the Tor network had been exploited. This possibility was downplayed by Andrew Lewman, a representative of the not-for-profit
Tor project, suggesting that execution of more traditional police work was more
likely. However, in November 2015 court documents on the matter generated
serious ethical security research as well as Fourth Amendment concerns.
In December 2015, The Tor Project announced that it had hired Shari Steele
as its new executive director. Steele had previously led the Electronic Frontier
Foundation for 15 years, and in 2004 spearheaded EFF’s decision to fund Tor’s
early development. One of her key stated aims is to make Tor more user-friendly
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in order to bring wider access to anonymous web browsing.
In July 2016 the complete board of the Tor Project resigned, and announced
a new board, made up of Matt Blaze, Cindy Cohn, Gabriella Coleman, Linus
Nordberg, Megan Price, and Bruce Schneier.
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Dark web

Fig. 2. Deep Web

The dark web is the World Wide Web content that exists on darknets, overlay
networks which use the Internet but require specific software, configurations or
authorization to access. The dark web forms a small part of the deep web,
the part of the Web not indexed by search engines, although sometimes the
term ”deep web” is mistakenly used to refer specifically to the dark web. The
darknets which constitute the dark web include small, friend-to-friend peer-topeer networks, as well as large, popular networks like Tor, Freenet, and I2P,
operated by public organizations and individuals. Users of the dark web refer to
the regular web as Clearnet due to its unencrypted nature. The Tor dark web
may be referred to as onionland, a reference to the netwok’s top level domain
suffix .onion and the traffic anonymization technique of onion routing.
The darknet is also used for illegal activity such as illegal trade, forums,
and media exchange for pedophiles and terrorists. At the same time traditional
websites have created alternative accessibility for the Tor browser in efforts to
connect with their users. ProPublica, for example, launched a new version of its
website available exclusively to Tor users.
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Content

One of the most commonly hosted type of content on Tor is child pornography,
followed by black markets, while the individual sites with the highest traffic were
dedicated to botnet operations. Many whistleblowing sites maintain a presence
as well as political discussion forums. Sites associated with Bitcoin, fraud related
services and mail order services are some of the most prolific.
To counter the trend of controversial content, the artist collective Cybertwee
held a bake sale on an onion site. [19]
In July 2017, Roger Dingledine, one of the three founders of the Tor Project,
said that Facebook is the biggest hidden service. The Dark Web only makes for
3 percent of the traffic in the Tor network. [20]

Botnets A botnet is a number of Internet-connected devices, each of which is
running one or more bots. Botnets can be used to perform distributed denialof-service attack (DDoS attack), steal data, send spam, and allow the attacker
access to the device and its connection. The owner can control the botnet using
command and control (C&C) software. The word ”botnet” is a combination of
the words ”robot” and ”network”. The term is usually used with a negative or
malicious connotation.

Darknet markets Commercial darknet markets, which mediate transactions
for illegal drugs and other goods, attracted significant media coverage starting
with the popularity of Silk Road and Diabolus Market and its subsequent seizure
by legal authorities.
Other markets sell software exploits and weapons. Examination of price differences in Dark web markets versus prices in real life or over the World Wide
Web have been attempted as well as studies in the quality of goods received over
the Dark web.

Hacking groups and services Many hackers sell their services either individually or as a part of groups.[46] Such groups include xDedic, hackforum,
Trojanforge, Mazafaka, dark0de and the TheRealDeal darknet market. Some
have been known to track and extort apparent pedophiles. [5] Cyber crimes and
hacking services for financial institutions and banks have also been offered over
the Dark web. Attempts to monitor this activity has been made through various
government and private organizations, and an examination of the tools used can
be found in the Procedia Computer Science journal. There are many scam .onion
sites also present which end up giving tools for download that are infected with
trojan horse or backdoor.
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Fraud services There are numerous carding forums, PayPal and Bitcoins Trading websites as well as fraud and counterfeiting services.
Hoaxes and unverified content There are reports of crowdfunded assassinations and hitmen for hire, however, these are believed to be exclusively scams.
[8] The creator of Silk Road was arrested by Homeland Security investigations
(HSI) for his site and allegedly hiring a hitman to kill six people, although the
charges were later dropped.[10]
Phishing and scams Phishing via cloned websites and other scam sites are
numerous, with darknet markets often advertised with fraudulent urls.
Illegal pornography There is regular law enforcement action against sites
distributing child pornography often via compromising the site by distributing
malware to the users. Sites use complex systems of guides, forums and community regulation. Other content includes sexualised torture and killing of animals
and revenge porn.
Terrorism There are at least some real and fraudulent websites claiming to be
used by ISIL (ISIS), and Rawti Shax Islamist group was found to be operating
on the dark web at one time.

Tor & Dark Web

Fig. 3. Hidden Services in February 2016
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Operation

Tor aims to conceal its users’ identities and their online activity from surveillance
and traffic analysis by separating identification and routing. It is an implementation of onion routing, which encrypts and then randomly bounces communications through a network of relays run by volunteers around the globe. These
onion routers employ encryption in a multi-layered manner (hence the onion
metaphor) to ensure perfect forward secrecy between relays, thereby providing
users with anonymity in network location. That anonymity extends to the hosting of censorship-resistant content by Tor’s anonymous hidden service feature.
Furthermore, by keeping some of the entry relays (bridge relays) secret, users
can evade Internet censorship that relies upon blocking public Tor relays. 4
Because the IP address of the sender and the recipient are not both unencrypted at any hop along the way, anyone eavesdropping at any point along the
communication channel cannot directly identify both ends. Furthermore, to the
recipient it appears that the last Tor node (called the exit node), rather than
the sender, is the originator of the communication.

Fig. 4. How Tor Works
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Hidden Services Tor can also provide anonymity to websites and other servers.
Servers configured to receive inbound connections only through Tor are called
hidden services. Rather than revealing a server’s IP address (and thus its network location), a hidden service is accessed through its onion address, usually
via the Tor Browser. The Tor network understands these addresses by looking up
their corresponding public keys and introduction points from a distributed hash
table within the network. It can route data to and from hidden services, even
those hosted behind firewalls or network address translators (NAT), while preserving the anonymity of both parties. Tor is necessary to access hidden services.
Tor is decentralized by design; there is no direct readable list of all hidden
services, although a number of hidden services catalog publicly known onion addresses.
Hidden services can also be accessed from a standard web browser without
client-side connection to the Tor network, using services like Tor2web.[21] Popular sources of dark web .onion links include Pastebin, Twitter, Reddit, and other
Internet forums.
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Weaknesses

Like all current low-latency anonymity networks, Tor cannot and does not attempt to protect against monitoring of traffic at the boundaries of the Tor network (i.e., the traffic entering and exiting the network). While Tor does provide
protection against traffic analysis, it cannot prevent traffic confirmation (also
called end-to-end correlation).
Eavesdropping In October 2011, a research team from ESIEA claimed to have
discovered a way to compromise the Tor network by decrypting communication
passing over it.[14] The technique they describe requires creating a map of Tor
network nodes, controlling one third of them, and then acquiring their encryption
keys and algorithm seeds. Then, using these known keys and seeds, they claim
the ability to decrypt two encryption layers out of three. They claim to break
the third key by a statistical-based attack. In order to redirect Tor traffic to the
nodes they controlled, they used a denial-of-service attack. A response to this
claim has been published on the official Tor Blog stating that these rumours of
Tor’s compromise are greatly exaggerated.
Eavesdropping Operators of Internet sites have the ability to prevent traffic
from Tor exit nodes or to offer reduced functionality to Tor users. For example,
it is not generally possible to edit Wikipedia when using Tor or when using an
IP address that also is used by a Tor exit node, due to the use of the TorBlock
MediaWiki extension, unless an exemption is obtained. The BBC blocks the IP
addresses of all known Tor guards and exit nodes from its iPlayer service - however relays and bridges are not blocked.

Sniper attack Jansen et al., describe a DDoS attack targeted at the Tor node
software, as well as defenses against that attack and its variants. The attack
works using a colluding client and server, and filling the queues of the exit node
until the node runs out of memory, and hence can serve no other (genuine) clients.
By attacking a significant proportion of the exit nodes this way, an attacker can
degrade the network and increase the chance of targets using nodes controlled
by the attacker.
Mouse fingerprinting In March 2016 a security researcher based in Barcelona,
Spain, demonstrated that laboratory techniques using time measurement via
JavaScript at the 1-millisecond level could potentially identify and correlate a
user’s unique mouse movements provided that the user has visited the same
”fingerprinting” website with both the Tor browser and a regular browser.[4]
This proof of concept exploits the ”time measurement via JavaScript” issue
which has been an open ticket on the Tor Project for ten months.
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Reception

Tor has been praised for providing privacy and anonymity to vulnerable Internet
users such as political activists fearing surveillance and arrest, ordinary web
users seeking to circumvent censorship, and people who have been threatened
with violence or abuse by stalkers.[3] The U.S. National Security Agency (NSA)
has called Tor ”the king of high-secure, low-latency Internet anonymity”,[9] and
BusinessWeek magazine has described it as ”perhaps the most effective means
of defeating the online surveillance efforts of intelligence agencies around the
world”. Other media have described Tor as ”a sophisticated privacy tool”, ”easy
to use” and ”so secure that even the world’s most sophisticated electronic spies
haven’t figured out how to crack it”.[11]
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Levels of security

1. Low (default) at this security level, all browser features are enabled.
– This level provides the most usable experience, and the lowest level of
security.
2. Medium at this security level, the following changes apply:
– HTML5 video and audio media become click-to-play via NoScript.
– On sites where JavaScript is enabled, performance optimizations are disabled. Scripts on some sites may run slower.
– Some mechanisms of displaying math equations are disabled.
– Some font rendering features are disabled.
– JavaScript is disabled by default on all non-HTTPS sites.
3. High at this security level, the following changes apply:
– HTML5 video and audio media become click-to-play via NoScript.
– On sites where JavaScript is enabled, performance optimizations are disabled. Scripts on some sites may run slower.
– Some mechanisms of displaying math equations are disabled.
– Some font rendering features are disabled.
– JavaScript is disabled by default on all sites.
– Some types of images are disabled.
– Some fonts and icons may display incorrectly.

Tor & Dark Web
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Hidden Service Protocol

Step 1 A hidden service needs to advertise its existence in the Tor network
before clients will be able to contact it. Therefore, the service randomly picks
some relays, builds circuits to them, and asks them to act as introduction points
by telling them its public key. Note that in the following figures the green links
are circuits rather than direct connections. By using a full Tor circuit, it’s hard
for anyone to associate an introduction point with the hidden server’s IP address.
While the introduction points and others are told the hidden service’s identity
(public key), we don’t want them to learn about the hidden server’s location (IP
address). 5

Fig. 5. Step 1: A hidden service building a circuit

Step 2 the hidden service assembles a hidden service descriptor, containing its
public key and a summary of each introduction point, and signs this descriptor
with its private key. It uploads that descriptor to a distributed hash table. The
descriptor will be found by clients requesting XYZ.onion where XYZ is a 16
character name derived from the service’s public key. After this step, the hidden
service is set up.
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Although it might seem impractical to use an automatically-generated service
name, it serves an important goal: Everyone including the introduction points,
the distributed hash table directory, and of course the clients can verify that
they are talking to the right hidden service. 6

Fig. 6. Step 2: A hidden service uploading his descriptor

Step 3 A client that wants to contact a hidden service needs to learn about its
onion address first. After that, the client can initiate connection establishment
by downloading the descriptor from the distributed hash table. If there is a
descriptor for XYZ.onion (the hidden service could also be offline or have left
long ago, or there could be a typo in the onion address), the client now knows
the set of introduction points and the right public key to use. Around this time,
the client also creates a circuit to another randomly picked relay and asks it to
act as rendezvous point by telling it a one-time secret. 7
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Fig. 7. Step 3: Client setting a rendezvous point

Step 4 When the descriptor is present and the rendezvous point is ready, the
client assembles an introduce message (encrypted to the hidden service’s public
key) including the address of the rendezvous point and the one-time secret. The
client sends this message to one of the introduction points, requesting it be delivered to the hidden service. Again, communication takes place via a Tor circuit:
nobody can relate sending the introduce message to the client’s IP address, so
the client remains anonymous. 8
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Fig. 8. Step 4: Client sending the hidden service the rendezvous point

Step 5 The hidden service decrypts the client’s introduce message and finds
the address of the rendezvous point and the one-time secret in it. The service
creates a circuit to the rendezvous point and sends the one-time secret to it in
a rendezvous message.
At this point it is of special importance that the hidden service sticks to the
same set of entry guards when creating new circuits. Otherwise an attacker
could run his own relay and force a hidden service to create an arbitrary number
of circuits in the hope that the corrupt relay is picked as entry node and he
learns the hidden server’s IP address via timing analysis. 9
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Fig. 9. Step 5: Hidden service receiving the rendezvous message

Step 6 The rendezvous point notifies the client about successful connection establishment. After that, both client and hidden service can use their circuits to
the rendezvous point for communicating with each other. The rendezvous point
simply relays (end-to-end encrypted) messages from client to service and vice
versa.
One of the reasons for not using the introduction circuit for actual communication is that no single relay should appear to be responsible for a given hidden
service. This is why the rendezvous point never learns about the hidden service’s
identity.
In general, the complete connection between client and hidden service consists of
6 relays: 3 of them were picked by the client with the third being the rendezvous
point and the other 3 were picked by the hidden service. 10
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Fig. 10. Step 6: Connection established
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Good uses

In 2014, Facebook’s London team announced it had set up a way for users to
access Facebook through Tor. More than a million people use the site in this way
every month.[15] The ability to access social networks anonymously is invaluable
to people living in oppressive regimes or countries with high levels of surveillance
around what citizens do online.

Fig. 11. Edward Snowden about Tor usage
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Terrorism and dark web

A few hours after the 13 November 2015 attacks in Paris, security experts found
in the Tor Network a new propaganda hub. The website was containing translations in English, Turkish, and Russian of content shared by the members of
Daesh claiming credit for the Paris attacks.

Fig. 12. Proganda for terrorist after the attacks in Paris

According to the study conducted by Daniel Moore & Thomas Rid, and
titled Cryptopolitik and the Darknet, terrorists and radical groups hardly use
darknets.[18] The researchers developed a web crawler that allowed them to
analyze and classify about 300,000 hidden services on the Tor network. figure 13
shows the results shared by the researchers
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Fig. 13. Classification

The experts explained that terrorists prefer to share propaganda content on
the Surface Web in order to reach a wider audience, including wannabe terrorists
and the curious interested in the activity of radical groups. Another problem
when dealing with anonymizing networks it must be considered that they are
not stable and often very slow. Be careful, this doesnt mean that terrorists
dont use the dark web, instead, experts highlighted that militants of groups like
the ISIS commonly use Tor to anonymizing their navigation on the Internet.
Terrorists use the web for propaganda and recruiting, two goals that could be
easily achieved maximizing the results by using social media platforms such as
Twitter and Facebook.
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Legal issues
Silk Road

In October 2013,Ross Ulbricht, the founder of Silk Road was arrested by the FBI
while at the Glen Park branch of the San Francisco Public Library, and accused
of being the ”mastermind” behind the site.[17]

Fig. 14. Silk Road FBI Warning

To prevent Ulbricht from encrypting or deleting data on the laptop he was
using to run the site as he was arrested, two agents pretended to be quarreling
lovers. When they had sufficiently distracted him, a third agent took his computer away, and inserted a USB flash drive that cloned all the data on the hard
drive.[2]
Ulbricht was charged with money laundering, computer hacking, conspiracy to
traffic narcotics, and procuring murder. He was sentenced to life imprisonment
without the possibility of parole on 29 May 2015.
From February 6, 2011 to July 23, 2013 there were approximately 1,229,465
transactions completed on the site. The total revenue generated from these sales
was 9,519,664 Bitcoins, and the total commissions collected by Silk Road from
the sales amounted to 614,305 Bitcoins. These figures are equivalent to roughly
$1.2 billion in revenue and $79.8 million in commissions, at current Bitcoin
exchange rates...”, according to the September 2013 complaint, and involved
146,946 buyers and 3,877 vendors.
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Fig. 15. Silk Road Payment System

11.2

BitInstant

Charlie Shrem 16 was the CEO of Bitcoin exchange BitInstant, BitInstant was
a bitcoin exchange start-up based in New York City. Founded in 2011 by Gareth
Nelson and Charlie Shrem, BitInstant provided a means to rapidly pay traditional funds to bitcoin exchanges.
The entrepreneur used his business, BitInstant, to transfer money deposited in
bank accounts by customers of The Silk Road.
Shrem was arrested at John F. Kennedy Airport in New York in January, accused of conspiring to sell over $1 million worth of bitcoin to Silk Road users,
with the police accusing him of being aware that the currency would go on to be
used to buy and sell illegal drugs. Shrem was sentenced to two years in prison.
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Fig. 16. Photo of Charlie Shrem
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Relationship with Bitcoin

Thanks to Silk Road the bitcoin price has sky rocketed especially in the beginning
of such, in 4 months reaching up to 2900% it’s value. Later the price dropped
when Silk Road was shut down but only by a minimal change. When Silk Road
2.0 came online the price rose again 1000% reaching up to a total max of 1120$
by that time

Fig. 17. Price history of bitcoin between 01/01/2011 and 30/11/14

Fig. 18. Volume of bitcoins when Silk Road was closed
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